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Description: 

Data Recovery of Volume Shadow from a hard disk used by 

Microsoft Windows Vista & Microsoft Windows 7 

without the need for Virtual Machine (VM) or a full drive restore

Background: Volume Shadow Services (VSS) is built into Microsoft Windows Vista and Microsoft Windows 7 operating systems (OS). The Volume Shadow functionality allows backup copy capability of data on an NTFS volume at a specific point in time. These backup copies are commonly referred to as Volume Shadow Copies (VSC) and are maintained in a hidden folder on the volume. It is implemented as a Windows service called the Volume Shadow Copy service. 

Problem: Current technologies limit the ability to parse there VSC without numerous man hours spent configuring  VMware processes and then images the VSC (to include the entire physical system OS drive) using other tools, after first installing Windows Vista or Windows 7 on a forensic computer.  Both of these processes require additional hard drive media, time, software, and expertise.  

Challenge: This challenge was developed to build a tool based on a set of requirements.  The requirement is to build a Volume Shadow Copy (VSC) Parser that has the ability to mount and parse a VSC file, without the need of the original OS for examination purposes.  The need for this tool is based on time saving steps during phases of an examination.  The tool will be GUI based, able to import a VSC file, compile fragmented files, hash all files, generate a file listing, display the information in an Explorer view format, and export the results in the recovered files native format.  These capabilities will allow examiners the ability to quickly perform an analytical examination of the VSC files. .

Items to include with your submission as required by the DC3 Challenge Rules:

· Provide a completed Tool Development Evaluation Worksheet form
that includes your program’s information, dependencies, and test bed information.

· A completed test plan outlining the steps necessary for a functional test  (Template has been provided below) 

· Data test case used.

· Compiled binary or binaries

	Req #
	Requirement

	1
	Graphic User Interface (GUI)

	  1.1
	The VSC Parser shall have a graphic user interface that can be implemented on a Windows XP or newer platform

	  1.2
	The VSC Parser shall have the capability to import a VSC file from an NTFS file system

	
	

	2
	Functionality

	  2.1
	The VSC Parser shall be able to import a VSC file

	  2.2
	The VSC Parser shall be able to compile fragmented files for viewing

	  2.3
	The VSC Parser shall have the capability to hash all files in MD5 and SHA1 values

	  2.4
	The VSC Parser shall have the capability to generate a file listing of all files and correlating hash values

	  2.5
	The VSC Parser shall have the capability to display the recovered information in an hierarchical format

	  2.6
	The VSC Parser shall be able to export the results in the recovered file’s native format

	  2.7
	The VSC Parser shall provide the user the capability to navigate through a directory structure

	  2.8
	The VSC Parser shall have the capability to select and deselect filenames and directory names

	  2.9
	Complete documentation, with operating instructions, methodology, and screen shots from testing (as required by the rules), are provided with the submittal


**See next page for test plan**

Test Plan

1. Graphic User Interface

	1.1   The VSC Parser shall have a graphic user interface that can be implemented on a Windows XP or newer platform  

	Steps
	Expected Results
	Actual Results
	Pass / Fail
	Comments

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	


	1.2   The VSC Parser shall have the capability to import a VSC file from an NTFS file system  

	Steps
	Expected Results
	Actual Results
	Pass / Fail
	Comments

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	


2. Functionality

	  2.1
The VSC Parser shall be able to import a VSC file

	Steps
	Expected Results
	Actual Results
	Pass / Fail
	Comments

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	


	2.2   The VSC Parser shall be able to compile fragmented files for viewing

	Steps
	Expected Results
	Actual Results
	Pass / Fail
	Comments

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	


	2.3   The VSC Parser shall have the capability to hash all files in MD5 and SHA1 values

	Steps
	Expected Results
	Actual Results
	Pass / Fail
	Comments

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	


	2.4   The VSC Parser shall have the capability to generate a file listing of all files and correlating hash values

	Steps
	Expected Results
	Actual Results
	Pass / Fail
	Comments

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	


	2.5   The VSC Parser shall have the capability to display the recovered information in an hierarchical format

	Steps
	Expected Results
	Actual Results
	Pass / Fail
	Comments

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	


	 2.6   The VSC Parser shall be able to export the results in the recovered file’s native format

	Steps
	Expected Results
	Actual Results
	Pass / Fail
	Comments

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	

	2.7   The VSC Parser shall provide the user the capability to navigate through a directory structure

	Steps
	Expected Results
	Actual Results
	Pass / Fail
	Comments

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	


	2.8   The VSC Parser shall have the capability to select and deselect filenames and directory names

	Steps
	Expected Results
	Actual Results
	Pass / Fail
	Comments

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	


	 2.9
Complete documentation, with operating instructions, methodology, and screen shots from testing (as required by the rules), are provided with the submittal

	Steps
	Expected Results
	Actual Results
	Pass / Fail
	Comments

	1
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