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Description: 

504 Data Recovery from HPA as a Universal Tool or per Manufacturer Tool Development
The Host Protected Area (HPA) of a hard drive is usually not visible to the BIOS, operating system, or user and is a legitimate place to store data if one knows how to access and write to it. When obtaining a hard disk image, there is currently no automated method to obtain the HPA during imaging.

Your challenge is to develop a tool and solution to automate access to the HPA area that will allow imaging tools (dcfldd) access to this protected area during the image process.  The three main manufactures’ for this tool are Maxtor, Western Digital, and Seagate.

To obtain points you will need to provide test cases, testing platform information (be specific), and any other documentation necessary to verify and validate the tools ability to satisfy the requirements.  You will also need to provide compiled binaries.

Be creative and good luck!!!!! 

Items to include with your submission as required by the DC3 Challenge Rules:

· Provide a completed Tool Development Evaluation Worksheet form
that includes your program’s information, dependencies, and test bed information.

· A completed test plan outlining the steps necessary for a functional test  (Template has been provided below) 

· Data test case used.

· Compiled binary or binaries

	Req #
	Requirement

	1
	Access to the HPA of a hard disk

	  1.1
	The tool shall be a command line utility 

	  1.2
	The tool shall have the ability to recognize the hard disk manufacture and hard disk specifications. 

	  1.3
	The tool shall have the ability to recognize a hard disk’s protected area and inform the user if access is granted.

	  1.4
	The tool shall have the ability to automate the process that will allow an imaging tool to image the protected area.

	  1.5
	The tool shall have a help menu to describe command line options

	  1.6
	The tool shall have a help menu to describe tool usage

	  1.7
	Complete documentation, with operating instructions, methodology, and screen shots from testing (as required by the rules), are provided with the submittal


Test Plan

1. Data Recovery from a TPM Hard Disk

	  1.1
The tool shall be a command line utility.

	Steps
	Expected Results
	Actual Results
	Pass / Fail
	Comments

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	


	  1.2
  The tool shall have the ability to recognize the hard disk manufacture and hard disk specifications.

	Steps
	Expected Results
	Actual Results
	Pass / Fail
	Comments

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	


	  1.3
The tool shall have the ability to recognize a hard disk’s protected area and inform the user if access is granted.

	Steps
	Expected Results
	Actual Results
	Pass / Fail
	Comments

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	


	  1.4
The tool shall have the ability to automate the process that will allow an imaging tool to image the protected area.

	Steps
	Expected Results
	Actual Results
	Pass / Fail
	Comments

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	


	  1.5
The tool shall have a help menu to describe command line options

	Steps
	Expected Results
	Actual Results
	Pass / Fail
	Comments

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	


	  1.6
The tool shall have a help menu to describe tool usage

	Steps
	Expected Results
	Actual Results
	Pass / Fail
	Comments

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	


	  1.7
Complete documentation, with operating instructions, methodology, and screen shots from testing (as required by the rules), are provided with the submittal

	Steps
	Expected Results
	Actual Results
	Pass / Fail
	Comments

	1
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