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Description: This challenge was developed to build a tool based on a set of requirements.  The requirement is to build an MFT Reader for examination purposes.  The need for this tool is based on time saving steps during phases of an examination.  The tool will be able to import an $MFT file and display the information in a way to allow examiners quickly perform analytical examination of the NTFS file system to perform limited examinations based on investigative leads.  This is useful for an examiner because there is no need to acquire an image to do certain examinations such as timeline analysis, obfuscation detection, and more.

Items to include with your submission as required by the DC3 Challenge Rules:

· Provide a completed Tool Development Evaluation Worksheet form
that includes your program’s information, dependencies, and test bed information.

· A completed test plan outlining the steps necessary for a functional test  (Template has been provided below) 

· Data test case used.

· Compiled binary or binaries

	Req #
	Requirement

	1
	Graphic User Interface (GUI)

	  1.1
	The MFT Reader shall have a graphic user interface that can be implemented on a Windows XP or newer platform

	  1.2
	The MFT Reader shall have the capability to import a $MFT file from an NTFS file system

	
	

	2
	Attributes

	  2.1
	The MFT Reader shall have the capability to display the MFT record number

	  2.2
	The MFT Reader shall have the capability to identify and display attributes for each file record

	  2.3
	The MFT Reader shall have the capability to identify if an attribute is resident or non-resident

	  2.4
	The MFT Reader shall have the capability to display all four ($10) Standard Information timestamps including created, modified, accessed, and entry modified

	  2.5
	The MFT Reader shall have the capability to display all four ($30) FileName timestamps including created, modified, accessed, and entry modified

	  2.6
	The MFT Reader shall have the capability to compare ($10) Standard Information and ($30) FileName timestamps

	  2.7
	The MFT Reader shall have the capability to determine if multiple ($80) Data attributes exist

	
	

	3
	Run Lists

	  3.1
	The MFT Reader shall have the capability to display the cluster run list for each file record 

	  3.2
	The MFT Reader shall have the capability to identify and display the starting cluster for each cluster run

	  3.3
	The MFT Reader shall have the capability to identify and display consecutive clusters for each cluster run

	
	

	4
	Directory Structure

	  4.1
	The MFT Reader shall have the capability to display filenames and directories in a hierarchical structure

	  4.2
	The MFT Reader shall provide the user the capability to navigate through a directory structure

	  4.3
	The MFT Reader shall have the capability to select and deselect filenames and directory names

	  4.4
	The MFT Reader shall have the capability to display various levels of content such as single directory or the contents of the entire $MFT structure

	
	

	5
	Additional Functionality

	 5.1
	The MFT Reader shall have the capability to display reparse points

	 5.2
	The MFT Reader shall have the ability to extract data from a raw image

	 5.3
	The MFT Reader shall have the capability to determine if a file record is encrypted

	 5.4
	Complete documentation, with operating instructions, methodology, and screen shots from testing (as required by the rules), are provided with the submittal


Test Plan

1. Graphic User Interface

	  1.1
The MFT Reader shall have a graphic user interface that can be implemented on a Windows XP or newer platform

	Steps
	Expected Results
	Actual Results
	Pass / Fail
	Comments

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	


	      1.2
The MFT Reader shall have the capability to import a $MFT file from an NTFS file system

	Steps
	Expected Results
	Actual Results
	Pass / Fail
	Comments

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	


2. Attributes

	  2.1
The MFT Reader shall have the capability to display the MFT record number

	Steps
	Expected Results
	Actual Results
	Pass / Fail
	Comments

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	


	      2.2
The MFT Reader shall have the capability to identify and display attributes for each file record

	Steps
	Expected Results
	Actual Results
	Pass / Fail
	Comments

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	


	      2.3
The MFT Reader shall have the capability to identify if an attribute is resident or non-resident

	Steps
	Expected Results
	Actual Results
	Pass / Fail
	Comments

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	


	      2.4
The MFT Reader shall have the capability to display all four ($10) Standard Information timestamps including created, modified, accessed, and entry modified

	Steps
	Expected Results
	Actual Results
	Pass / Fail
	Comments

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	


	      2.5
The MFT Reader shall have the capability to display all four ($30) FileName timestamps including created, modified, accessed, and entry modified

	Steps
	Expected Results
	Actual Results
	Pass / Fail
	Comments

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	


	      2.6
The MFT Reader shall have the capability to compare ($10) Standard Information and ($30) FileName timestamps

	Steps
	Expected Results
	Actual Results
	Pass / Fail
	Comments

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	


	      2.7
The MFT Reader shall have the capability to determine if multiple ($80) Data attributes exist

	Steps
	Expected Results
	Actual Results
	Pass / Fail
	Comments

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	


3. Run Lists

	      3.1
The MFT Reader shall have the capability to display the cluster run list for each file record

	Steps
	Expected Results
	Actual Results
	Pass / Fail
	Comments

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	


	     3.2
The MFT Reader shall have the capability to identify and display the starting cluster for each cluster run   

	Steps
	Expected Results
	Actual Results
	Pass / Fail
	Comments

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	


	      3.3
The MFT Reader shall have the capability to identify and display consecutive clusters for each cluster run

	Steps
	Expected Results
	Actual Results
	Pass / Fail
	Comments

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	


4. Directory Structure

	      4.1
The MFT Reader shall have the capability to display filenames and directories in a hierarchical structure

	Steps
	Expected Results
	Actual Results
	Pass / Fail
	Comments

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	


	      4.2
The MFT Reader shall provide the user the capability to navigate through a directory structure

	Steps
	Expected Results
	Actual Results
	Pass / Fail
	Comments

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	


	      4.3
The MFT Reader shall have the capability to select and deselect filenames and directory names

	Steps
	Expected Results
	Actual Results
	Pass / Fail
	Comments

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	


	      4.4
The MFT Reader shall have the capability to display various levels of content such as single directory or the contents of the entire $MFT structure

	Steps
	Expected Results
	Actual Results
	Pass / Fail
	Comments

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	


5. Additional Functionality

	       5.1
The MFT Reader shall have the capability to display reparse points

	Steps
	Expected Results
	Actual Results
	Pass / Fail
	Comments

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	


	       5.2
The MFT Reader shall have the ability to extract data from a raw image

	Steps
	Expected Results
	Actual Results
	Pass / Fail
	Comments

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	


	       5.3
The MFT Reader shall have the capability to determine if a file record is encrypted

	Steps
	Expected Results
	Actual Results
	Pass / Fail
	Comments

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	


	  5.4
Complete documentation, with operating instructions, methodology, and screen shots from testing (as required by the rules), are provided with the submittal

	Steps
	Expected Results
	Actual Results
	Pass / Fail
	Comments

	1
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