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Description: 

Imaging of the Android 

Operating System (OS) 

Requirements Document

Mobile devices, particularly mobile phones, have become so pervasive and varied that they present a real challenge to forensic examiners.  The use of the Android Operating System in “smart phone/device” developing technology is expected to increase within the next year to become second only behind the Symbian OS.  As a result of this the Android Operating System forensics will engender a greater importance in the area of Digital Forensic Examination.  
This challenge will take some “out of the box” thinking to come up with a viable solution that is repeatable.  Please be specific about your test bed configuration.

To obtain points you will need to provide test cases, testing platform information (be specific), and any other documentation necessary to verify and validate the tools ability to satisfy the requirements.  You will also need to provide compiled binaries.

Be creative and good luck!!!!! 

Items to include with your submission as required by the DC3 Challenge Rules:

· Provide a completed Tool Development Evaluation Worksheet form
that includes your program’s information, dependencies, and test bed information.

· A completed test plan outlining the steps necessary for a functional test  (Template has been provided below) 

· Data test case used.

· Compiled binary or binaries

	Req #
	Requirement

	1
	Imaging of the Android Operating System (OS)

	1.1
	The tool shall have the ability to image an Android Operating System on a mobile device in a forensically sound manner that prevents the evidence from being modified.

The mobile devices noted to include Motorola Droid forensics, as well as G1, HTC Eris, and more (as possible)



	1.2
	The tool shall have the ability to create an image in a format that is readable by several major forensic tools (Encase, FTK, iLook, etc.)

	1.3
	The created image by the tool will contain both the allocated and unallocated areas of the imaged media device and shall be capable of capturing a “bit stream” image of the original media.

	2
	Analysis of the Android Operating System

	2.1
	The tool shall have the ability to perform the following functions:

a. Android data recovery and analysis, including deleted information

b. Recovering Android SMS / text messages

c. Recovering contacts, phonebooks, etc. and other data from Android devices

d. Recovering emails sent or received on Android phones

e. Analyzing GPS information

f. Gallery

g. Browser history

h. Social network accounts

i. Application data

j. Recovery of any created Private Folder

	2.2
	The tool shall produce a forensic date time stamp log of all function executed in 2.1

	2.3
	Complete documentation, with operating instructions, methodology, and screen shots from testing (as required by the rules), are provided with the submittal


**See next page for test plan**

Test Plan

1. Imaging of the Android Operating System (OS)

	1.1 The tool shall have the ability to image an Android Operating System on a mobile device in a forensically sound manner that prevents the evidence from being modified.

	Steps
	Expected Results
	Actual Results
	Pass / Fail
	Comments

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	


	1.2 The tool shall have the ability to create an image in a format that is readable by several major forensic tools

	Steps
	Expected Results
	Actual Results
	Pass / Fail
	Comments

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	


	1.3 The created image by the tool will contain both the allocated and unallocated areas of the imaged media device and shall be capable of capturing a “bit stream” image of the original media.

	Steps
	Expected Results
	Actual Results
	Pass / Fail
	Comments

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	


2. Analysis of the Android Operating System (OS)

	2.1 
The tool shall have the ability to perform the following functions:

a.
Android data recovery and analysis, including deleted information

b.
Recovering Android SMS / text messages

c.
Recovering contacts, phonebooks, etc. and other data from Android devices

d.
Recovering emails sent or received on Android phones

e.
Analyzing GPS information

f.
Gallery

g.
Browser history

h.
Social network accounts

i.
Application data

j.
Recovery of any created Private Folder

	Steps
	Expected Results
	Actual Results
	Pass / Fail
	Comments

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	


	2.2 
The tool shall produce a forensic date time stamp log of all function executed in 2.1

	Steps
	Expected Results
	Actual Results
	Pass / Fail
	Comments

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	


	  2.3
Complete documentation, with operating instructions, methodology, and screen shots from testing (as required by the rules), are provided with the submittal

	Steps
	Expected Results
	Actual Results
	Pass / Fail
	Comments

	1
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