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400 - Shadow Volumes Analysis
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	Instructions


Description: Examiners must develop and document a methodology used to examine and recover the contents of a subject computer System Volume Information (SVI) directory.  

This directory (System Volume Information) normally contains what is referred to as the Shadow Volume Files (SVF).  Shadow Volume Files are the Windows system stored data files for the Windows system restore (to an earlier time) function.  They contain data from different system ‘snap-shots’ taken over the course of time, and may contain valuable archived information of importance to a case.  

Examiners must develop a method to take the native System Volume Information directory files, mount them in a Windows GUI environment to allow them to be manually examined, and to compare the files from each individual Shadow Volume Copy file (for all files) with those Shadow Volume Copy files that precede or follow that individual file; and to report the differences contained in the files.

Examiners must also be concerned with recording a detailed methodology of the steps and recording the tools used to accomplish the task as part of their grade.
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	Please attach additional sheets as needed.
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