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301 – Encrypted USB Device

	Team Information


Team Name

___________________________________________________

Examination Time Frame



to


	Instructions


Description: Examiners must develop and document a methodology used to examine and recover the contents of encrypted media.  

The media in this instance is an image of an encrypted USB thumb drive, encrypted using TrueCrypt.  Points will be awarded for providing the TrueCrypt password for the USB device, and for providing the information on the data contained on the USB device.

Points will be awarded for the accomplishment in locating and providing the information requested, and the degree that you successfully accomplish this task.

Examiners must also be concerned with recording a detailed methodology of the steps and recording the tools used to accomplish the task as part of their grade.

	Item
	Answer

	TrueCrypt password(s)
	

	File listing of the TrueCrypt encrypted partition(s)
	


	Methodology

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	Please attach additional sheets as needed.
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