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300 – Network Trap and Trace

	Team Information


Team Name

___________________________________________________

Examination Time Frame
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	Instructions


Description: Examiners must develop and document a methodology used to examine network communication and other related files.  You will also be expected to identify any additional information that identifies the subject, equipment used, applications used, passwords, etc.  There may also be information that you need to translate to a more reviewer friendly output for non technical persons.  Points will be awarded for each successfully accomplished task.
Law Enforcement has been authorized to execute a trap and trace on a subject.  Sources have indicated that the subject is apprehensive that their communications being monitored.  The investigative case file indicates the subject has a prior interest in puzzles and history.  The trap and trace has been performed, resulting in a network capture file (PCAP). 

Your job is to investigate the network capture data to determine the intent and actions of the subject (or subjects), Tools, Techniques, and Procedures (TTP), and identify any online persona used. This is a 300 level challenge based upon a network capture and mechanisms used to discourage law enforcement from easily reading captured traffic.

Materials Provided: PCAP File [NTT-2011.pcap]
As part of the Challenge, you have been supplied several files within a compressed zip file.   List tools and methods used in your methodology form.

Points will be awarded for the accomplishment in locating and providing the information requested, and the degree that you successfully accomplish this task.

Examiners must also be concerned with recording a detailed methodology of the steps and recording the tools used to accomplish the task as part of their grade.

Scenario:

Law Enforcement has been authorized to execute a trap and trace on a subject.  Sources have indicated that the subject is suspicious that their communications are being watched.  Their case file shows an interest in puzzles and game theory.  The trap and trace has been performed resulting in a network capture file (PCAP). Your job is to investigate the network capture to determine the intent and actions of the subject and use the below questions as the key points for information that is requested to be found.  In this instance details and methods are the key.  

What was the transmitted conversation?

What identifying information can you find about the suspects?

What are the TTPs used to obfuscate or hide data?
What was the objective?

Detail the data location and methods used to collect / extract evidence?

List any notable or antidotal references?
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	Please attach additional sheets as needed.
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