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203 - VMWare Memory Analysis

	Team Information


Team Name

___________________________________________________

Examination Time Frame



to


	Instructions


Description: Examiners must develop and document a methodology used to determine from the provided file(s) the requested information.

During a live triage by law enforcement in an suspected hacking case, a VMWare Virtual Machine (VM) was discovered on a subject’s hard drive in a suspended state.  The VM’s memory file was seized under the authority of the warrant.  Your job is to investigate the memory capture data to determine:


1. All suspicious programs running on the Virtual Machine at the time of capture.

2. A list of active windows and their contents open on the user’s screen  

Exclude any entries related to VMWare’s Tools used to run the VM. 

Points will be awarded for the accomplishment in locating and providing the information requested, and the degree that you successfully accomplish this task.

Examiners must also be concerned with recording a detailed methodology of the steps and recording the tools used to accomplish the task as part of their grade.
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Active Windows
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	Content

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


	Methodology

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	Please attach additional sheets as needed.
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