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202 - Password Cracking

	Team Information


Team Name

___________________________________________________

Examination Time Frame



to

	Instructions


Description: Examiners must develop and document a methodology used to extract the data from password protected files.  

Points will be awarded for the following:

· The file’s encryption password (password opens encrypted document) natively (as an original document in a normal operating system enviornment

· Listing of all files contained within the password protected files 

· The MD5 hash for all files contained within the password protected files

Examiners must also be concerned with recording a detailed methodology of the steps and recording the tools used to accomplish the task as part of their grade.

	File
	Password
	File Name(s)
	MD5 Hash(es)
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	3.7z
	
	
	

	4.dmg
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	Please attach additional sheets as needed.
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