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104 – Hot Spot Surveillance

	Team Information


Team Name

___________________________________________________

Examination Time Frame



to


	Instructions


Description: Examiners must develop and document a methodology used to determine from the provided file(s) the requested information.

Law enforcement has been authorized to execute a seizure of a ‘Person of Interest’ personal laptop.  During the examiners investigation, a network capture file (PCAP) was discovered.  It is suspected that the laptop was being used to scan for potential victims at public Wi-Fi hot spots. Your job is to investigate the network capture to determine the basic information available that could have been used for future attacks, and what browser actions were taking place. 

Points will be awarded for the accomplishment in locating and providing the information requested, and the degree that you successfully accomplish this task.

Examiners must also be concerned with recording a detailed methodology of the steps and recording the tools used to accomplish the task as part of their grade.
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	Please attach additional sheets as needed.
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