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101 – File Hash Identification

	Team Information


Team Name

___________________________________________________

Examination Time Frame



to


	Instructions


Description: Examiners must develop and document a methodology used to determine from the provided file(s) the requested information.
This challenge will allow you to demonstrate your ability to identify unique and similar files via file hashing using the MD5 (Message-Digest algorithm 5) across several groups of files.  

As part of the Challenge, you have been supplied several files within a compressed zip file.   List tools and methods used in your methodology form.

Points will be awarded for the accomplishment in locating and providing the information requested, and the degree that you successfully accomplish this task.

Examiners must also be concerned with recording a detailed methodology of the steps and recording the tools used to accomplish the task as part of their grade.

Within this zip file, report the following identifications:

1. List all unique files within the zip file with their MD5 hash


	File Name
	MD5 File Hash

	
	

	
	

	
	

	
	

	
	


2. List all duplicate MD5 hashes and their associated files

	MD5 File Hash
	File Names

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


NOTE: There may be less or more entries than the above tables 
provide. Find and list all entries.
	Methodology

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	Please attach additional sheets as needed.
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