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100 – Windows Registry Analysis

	Team Information


Team Name

___________________________________________________

Examination Time Frame



to


	Instructions


Description: Examiners must develop and document a methodology used to determine from the provided registry files to detect several common registry items used in digital forensic investigations. 

Report the exact registry key path, any additional entry information, the detailed explanation of your process (software or technique) used to examine and detect the information, and the reason for your selections.

Exclude any entries related to VMWare software or tools.

Points will be awarded for the accomplishment in locating and providing the information requested, and the degree that you successfully accomplish this task.

Examiners must also be concerned with recording a detailed methodology of the steps and recording the tools used to accomplish the task as part of their grade.

Within the provided registry files, identify the following information:

1. Suspicious software installed/uninstalled

	Software Name
	Registry Key Location

	
	

	
	

	
	

	
	

	
	


2. Mount Points (Drive Letters and Volumes)

	Registry Key Location
	Entry Information

	
	

	
	

	
	

	
	


3. Recent Documents Opened (File Name and when Opened)

	Registry Key Location
	File Name
	Date Opened

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


4. Search terms used

	Registry Key Location
	Search Term
	Last 
Written Time

	
	
	

	
	
	

	
	
	


5. Last commands ran in Shell

	Registry Key Location
	Command

	
	

	
	

	
	


	Methodology

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	Please attach additional sheets as needed.
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