CS 720/820 & |1 725
| ecture 10
Transport Layer

November 2, 2026



TCP session management

TCP Flags

TCP Header
Offsets Octet 0 1 2

Octet Bit 0 1 2 3 4 5 6 7 8 91011 12 13 14 15 16 17 18 19

122 23 24 25 26 27 28 29 30 31

0 0 Source port Destination port

4 32 Sequence numser

8 64 Acknowledcg ber (if ACK set)

12 96 Data offset "eServed g § cz: Window Size

16 128 Checksum Urgent pointer (if URG set)
20 160 Options (if Data Offset > 5, padded at the end with "0" bytes if necessary)

Another image appropriated from Wikipedia...
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1CP State Diagram

CONNECT/ SYN (Step 1 of the 3-way-handshake)

................. » unusual event
g CliENt/receiver path (smt)_ afifcocceessssussssanannnnassssssasansnnssessssanas
CLOSEI- :
= server/sender path LISTEN/- A :
- CLOSE/-
Step 2 of the 3-way-handshake)SYNISYN+ACK '
LSEeE 4 ’ LISTEN
l L
Y
RSTI- : : SEND/ SYN
SYN ........................................................ . N T e II,,mmIIoom ) SYN
RECEIVED | o, SYN'SYN+ACK (simultaneous open) = SENT
Data exchange occurs
ACKI- SYN+ACK/IACK

- esuse -

(Step 3 of the 3-way-handshake)

- CLOSE/FIN

CLOSE/ FIN FINJACK
I Active CLOSE Passive clLose || |
: Y Y FINIACK ] Y :
: FANWAITL | > CLOSING 1 CLOSE WAIT |
: FINVACK/ACK : | .
| : , | :
E ACKI- Vo CLOSE/ FIN |
| . o |
: : | ( \
| : ,
| FIN WAIT 2 o> TIME WAIT : : LAST ACK :
I FINIACK : : :
: Timeout : : :
' ' P S

(Go back to start) _-(
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