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Principles of Reliable [ransport

Goal: deliver despite unreliability of the network layer or detect
that delivery Is not possible

Automatic Repeat reQuest (ARQ):
acknowledgment
timeout
retransmission
give up after k retransmissions
seguence numbers on data packets

cumulative acknowledgment numbers
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Cumulative ACK numbers

Method 1 (obvious but not used):

ACK carries the sequence number of the packet it acknowledges

Method 2 (Cumulative ACK, used by TCP)

ACK carries the lowest sequence number of the packets that were not
vet received (sequence number of the next expected packet)

Received

Data 11 Receive buffer: vacket 11
® 14 9 11
Ack 8 + Still expecting packet 8

(and 10, 12, etc.)




—llliNg the plipe...

Stop and \Wait protocol

walt for acknowledgment before sending the next packet

Sliding Window protocols

send up to W (window size) packets/bytes before waiting for
acknowledgment

when a packet Is lost;

retransmit the packet (Selective-Reject ARQ)
retransmit all un-acknowledged packets (Go-Back-N ARQ)

Measure: utilization (a.k.a. normalized throughput)

the ratio between goodput and maximum theoretical capacity



TwoO pottlenecks

Recelver
recelver Is unable to keep up with iIncoming data
addressed by flow control mechanisms

typically uses explicit feedback from receiver to sender

Network
nodes or links of the network are overloaded
addressed by congestion control mechanism
explicit congestion notification (few technologies)

implicit congestion notification (Internet)
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Congestion control

Goal: Make the most effective use of the network capacity
avold congestion
Mmaximize utilization

maintain fairness (or deliver promised service level)

Method: Controlling the rate with which traffic is injected into the
network by the transmitter



Jtilization vs Taimess

flow 2 flow 1
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flow 3




\Vax utllization

flow 2 flow 1
R/2 () starved
R R R
R/2
flow 3

Max utilization Max fairness

flow 1 0 R/3
flow 2 R/2 R/3
flow 3 R/2 R/3

R - link rate



Nax tarmess

flow 2 flow 1
R/3 R/3
underutilized underutilized
2/3 R R 2/3 R
R/3
flow 3

Max utilization Max fairness

flow 1 0 R/3
flow 2 R/2 R/3
flow 3 R/2 R/3

R - link rate



Network congestion control

Reasons why congestion control mechanisms are critical for the
stable operation of the Internet [RFC 8085]:

Prevention of congestion collapse

.e., a state where an increase In network load results In a decrease In
useful work done by the network

Establisnment of a degree of fairness

.e., allowing multiple flows to share the capacity of a path reasonably
equitably.



mpact of Congestion

Carried load

Capacity y

Offered load

Offered vs carried load graph
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mpact of Congestion

Carried load

Capacity et |deal

Realistic - bad

Offered load



